DITCONSULT

Corporate Cybersecurity & IT Training

DiTconsult provides corporate cybersecurity and IT training to help organizations strengthen employee awareness, develop
technical skills, and support secure, effective use of technology. This document summarizes a proposed curriculum framework.
Courses can be scoped from foundational to expert—not a claim that every area is available as a scheduled public course.

www.ditconsult.com/corporate-training | support@ditconsult.com | (281) 885-9497

How to use this framework

Nineteen curriculum areas are grouped under six headings. We recommend starting with 12 proposed courses and four flagship
workshops, then expanding based on your priorities. Foundational employee training is labeled separately from advanced
technical training. Prices, schedules, durations, and certifications or accreditation details are provided after you contact us.

Four flagship workshops

Workshop Audience Summary
Security Awareness & Social All employees and contractors Phishing, BEC, deepfake verification, authentication, and
Engineering reporting.
Cloud Security Foundations Cloud, platform, and security Shared responsibility, misconfigurations, logging, and
teams posture priorities.
Ransomware Readiness Tabletop IT, security, and business leaders Decision points, backup recovery, and crisis communication.
Responsible Workplace Al Employees, managers, and policy Approved tools, confidential data handling, verification, and
owners governance.

12 proposed courses

. Cybersecurity Awareness and Social Engineering — foundational employee awareness

. Identity and Access Management Essentials — least privilege and Zero Trust-aligned practices

. Cloud Security Foundations — AWS, Azure, and Google Cloud security foundations

. Vulnerability Management and Exposure Reduction — risk-based prioritization and remediation
. Incident Response Fundamentals — triage, evidence, containment, recovery

. Ransomware Readiness and Business Resilience — scenarios, backups, and tabletop exercises
. Application, API, and DevSecOps Security — secure design and pipeline controls

. Data Security and Information Protection — classification, encryption, DLP

. Al in Cybersecurity and Security Automation — Al-assisted analysis with human approval

10. Securing Generative Al Applications and Al Agents — prompt injection, data boundaries, agent permissions
11. Responsible Al Use and Al Governance — acceptable use and oversight

12. Corporate IT, Microsoft 365, and Practical Automation — workplace IT skills
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Core Cybersecurity

1. Cybersecurity Awareness and Social Engineering FOUNDATIONAL — EXPERT

Audience: All employees, contractors, and business-system users.

Outcomes Topics

¢ Recognize phishing, spear phishing, and BEC e Phishing, spear phishing, and BEC

e Apply deepfake verification procedures e Deepfake impersonation and verification
e Use stronger authentication and report promptly e Passwords, passkeys, and MFA

e Secure remote work and incident reporting




2. Network and Endpoint Security FOUNDATIONAL — EXPERT

Audience: IT administrators and infrastructure security practitioners.

Outcomes Topics

¢ Explain segmentation and secure remote access e Segmentation, firewalls, secure remote access
¢ Apply Windows/Linux hardening concepts ¢ Windows and Linux hardening

e Connect EDR, patching, and protection workflows e EDR fundamentals

¢ Patch management and endpoint protection

Labs typically required; further preparation recommended.

3. Identity and Access Management FOUNDATIONAL — EXPERT

Audience: Identity admins, IT/security teams, and access-control managers.

Outcomes Topics
e Describe identity lifecycle and access reviews ¢ |dentity lifecycle and access reviews
e Apply least privilege and PAM concepts e RBAC and least privilege

e Discuss Zero Trust principles (NIST SP 800-207 aligned) ¢ Privileged access management
e Service accounts, workload identities, secrets

e Zero Trust principles and implementation

4. Cloud and Container Security FOUNDATIONAL — EXPERT

Audience: Cloud engineers, DevOps/platform, and cloud security practitioners.

Outcomes Topics

¢ Apply shared responsibility and posture concepts e AWS, Azure, Google Cloud foundations

¢ |dentify misconfiguration and logging gaps e Shared responsibility and misconfigurations
¢ Discuss container/Kubernetes security fundamentals e lLogging, posture, policy enforcement

¢ Container/Kubernetes security
¢ Infrastructure-as-code security

Container/Kubernetes labs may need extra environment preparation.

5. Vulnerability Management and Exposure Reduction FOUNDATIONAL — EXPERT

Audience: Vulnerability owners, IT operations, and security analysts.

Outcomes Topics

e Connect inventories to assessment workflows e Asset discovery and inventories
¢ Prioritize by business risk e Scan interpretation

¢ Plan remediation, tracking, and validation ¢ Risk-based prioritization

¢ Remediation planning and validation
e External attack surface fundamentals

Security Operations and Resilience




6. Security Operations, SIEM, and Detection Engineering FOUNDATIONAL — EXPERT
Audience: SOC analysts and detection engineers.

e SIEM fundamentals, triage, detection logic, tuning, reporting

Specialist instructor, dedicated labs, and further preparation typically required.

7. Threat Intelligence and Threat Hunting FOUNDATIONAL — EXPERT
Audience: Threat analysts and SOC leads.

¢ Intelligence sources, loCs, MITRE ATT&CK mapping, hypothesis-driven hunting, communicating findings

Specialist instructors and curated datasets typically required.

8. Incident Response and Digital Forensics Fundamentals FOUNDATIONAL — EXPERT

Audience: Incident responders and investigation-supporting teams.

e Preparation, triage, evidence preservation, endpoint/email/cloud investigation, containment/recovery, lessons learned

Specialist instruction and controlled lab evidence typically required.

9. Ransomware Readiness and Business Resilience FOUNDATIONAL — EXPERT
Audience: IT/security teams, continuity owners, and managers.

e Ransomware scenarios, backup restoration testing, BCDR, crisis communication, tabletop exercises

Application Security and Security Testing

10. Application, API, and DevSecOps Security FOUNDATIONAL — EXPERT
¢ Secure coding, APl authZ/authN/validation, threat modeling, scanning, CI/CD and supply chain security

11. Ethical Hacking and Security Assessment FOUNDATIONAL — EXPERT
¢ Authorization and ROE, reconnaissance, controlled lab testing, business-impact documentation, remediation and retesting

Specialist instructors, written authorization context, and isolated labs required—never production without explicit scope.

12. Data Security and Information Protection FOUNDATIONAL — EXPERT
e Classification, encryption/key management fundamentals, DLP, retention/disposal, cloud data protection

Al and Cybersecurity

13. Al in Cybersecurity and Security Automation FOUNDATIONAL — EXPERT
¢ Al-assisted triage and prioritization with accuracy checks, human approval, audit trails, and rollback



14. Securing Generative Al Applications and Al Agents FOUNDATIONAL — EXPERT

e Prompt injection and untrusted content (OWASP LLM Top 10 themes), data disclosure, retrieval boundaries, tool/agent
security

Specialist facilitation recommended for emerging Al application security topics.

15. Responsible Al Use and Al Governance FOUNDATIONAL — EXPERT
¢ Approved tools and shadow Al, confidential data handling, verification of Al-generated work, vendor review, oversight

Governance and Specialist Training

16. Cybersecurity Governance, Risk, and Compliance FOUNDATIONAL — EXPERT
¢ Policies and ownership, risk registers, framework mapping, third-party risk, audit readiness

17. Cybersecurity Leadership and Executive Decision-Making FOUNDATIONAL — EXPERT
e Business-language risk, investment priorities, board reporting, incident leadership, measuring progress

18. Operational Technology and loT Security Fundamentals FOUNDATIONAL — EXPERT
o [T vs OT, visibility/segmentation, vendor access, safety/availability, isolated simulations

Specialist instructors and carefully isolated simulations typically required.

Corporate IT Training

19. Corporate IT, Microsoft 365, and Practical Automation FOUNDATIONAL — EXPERT

¢ Secure collaboration and file sharing, IT admin/troubleshooting, cloud fundamentals, PowerShell/Python, workflow
automation

Next step: Contact DiTconsult to discuss goals, audience, format preference, and timeframe. Email support@ditconsult.com or visit
ditconsult.com/contact. Related offering: Security Awareness Training at ditconsult.com/security-awareness.
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